Secure Data Commons

Data Analyst User Guide

www.its.dot.gov/index.htm



U.S. Department of Transportation

Notice

This document is disseminated under the sponsorship of the Departn
Transportation in the interest of information exchange. The United £
Government assumes no liability for its contents or use thereof. The
Government is not endorsing any raéacturers, products, or services cil
herein and any trade name that may appear in the work has been includ
because it is essential to the contents of the work.




Revision History

Name

Version

Revision Date

Revision Description

REAN Cloud

1.0

08/02/2018

Initial Draft

REAN Cloud

2.0

09/13/2018

Added theExport Functionality

WINPT

REAN Cloud

3.0

10292019

Added theManage Workstationshapterand
update the Guideper feedback comments

SDC Team

4.0

02/06/2020

ll
ll

Added description of data ingestion and
curation to Chapter 1

Added description and link to instructions
for setting up and logging in withogin.gov
in Chapter 2

Added note and example command to the
fiDownload User Data from S3 Bucket
t hrough Portal o segd
AddedFMI sectionand link to GitLab page
with more sample querigs Chapte#d
Sample Queries for SDC Datasets
Added nte about printing documents in
Chapters

Added Chapte6 Setting Up SDC with
GitLab Repositories
Addedmorecommandsté he fi AWS
CLI Comman dirsl&Chapted t i

SDC Team

5.0

04/132020

AddedfiConnecting to Waze Data in
Redshift UsingPythord s e to €Chapien 3
Accessing and Launching Workstations
RemovedChapter 4 Sample Queries for
SDC Datasetdue to security concems
transferred all content to GitLab

Added new Step 5 to Chap#®Exporting
Datasets from the SDC tescribe trusted
usersas well as further instructions on usif
the auteexport functionality

Added new Q&A about sample queries to
Chapter 7 Frequently Asked Questions

SDC Team

6.0

04/24/2020

Updated the autexport instructions in
Chapter 4

SDCTeam

7.0

07/15/2020

Updated portal URL and DOT user logon
instructions in Chapter @itial Setup and
Validation

U.S. Department ofransportation

Intelligent Transportation Systems Joint Program Office

Secure Data Commons Data Analyst User Ghide



Added a note that special characters are
supported for autexport filesin Chapter 4
Exporting Datasets from the SDC
Updated all instances of domain name

Asecuredatacommons.

Ai nternal .sdc. dot . g
SDC Team | 8.0 08/21/2020 Updatedall instances of support email to
sdcsupport@dot.gov

U.S. Department ofransportation

Intelligent Transportation Systems Joint Program Office

Secure Data Commons Data Analyst User Ghide



Table of Contents

TaDIE Of CONTENTS. ... .ttt ettt e e e e e e e e e e e e s e e e e s rmmne e e e e e e e s s s s snnaes \Y
Chapter 1. Introduction and DOCUMENT OVEIVIEW...........ceeeiiiiiiiiicmee e eeee e 1
PrEIEQUISITES. ...ttt e e e e e e e e e 2
Chapter 2. Initial Setup and Validation..................ueiiiiceeeeeiii e eeernrs e e e e e eee 4
Accessing Secure Data Commons PArtal...........ooooioiiiiieciii e 4
Users with a DOT email address (@dOt.gQV)........coeeeiiiiiiiiiicmme e e e 5
Users without a DOT email address (@dOL.gON)........coovvviiiiiiiiieemee e 7
SDC Portal Landing Page.........ccouiiiiiiiiiiii e e 8
Request ACCESS 10 DataSELS.......cooiiiiiiiii e ceeer e e 10
Upload User Data to S3 Bucket through Portal.............cccoooiiiieeeiiiiiiii e, 12
Download User Data from S3 Bucket through Partal................ccoooiimniiiiiiiiie 13
Chapter 3. Accessing and Launching WorkstatiQns.............ooooioiiice e eeeseciiiiieeens 15
LauNCh WOIKSTALIONS. ......coeeiiiiii i ceeee e e e e bbb e e e e s ennts b e e e e e ee s 15
Y0 102 1L 4= 11T F= U4 o] o PRSP PPPPPR 17
Connecting to the Dat/ar€NOUSE.............uuiiiiiiiiiii e 18
Connecting to Waze Data in Redshift Using SQL Workbench...................oveeeeeee 18
Connecting to Waze Data in Redshift Using Pythan................ccccooniiiiiiiiiiiiiinee, 19
Connecting to théladoop Hive Metastore.............uuuuiiiiiiiiieeeiiiiiiiiiiiee e 21
Update Data Formatting Settings in SQL Workbench.............ccooooiiiiceeiiccieeenenn. 21
Connecting to the SDC Hadoop Data Warehouse Using Python................ccceeenee. 22
Connecting to Redshift from Linux ENVIrONMENLS............cccvviiiiimmmniiiiiiiveeieeeeeee 23
Accessing Jupyter Notebook and RStudio Server...............uvuveiiccceeeeeeeeiiiiieeeeennns 24
ManNage WOTKSTATIONS. ... ...uuiiiiiiiiiiiii ettt e e e nnne e 24
RESIZE WOTKSIALION. ....ccciiiieeeeeeeei et e s e e e e e e e e e e e emnnr e e e e e e e as 25
Schedule/EXtend UPLIME.........oii i ceeen e ereer e e e 27
STOP WOTKSTALIONS. ....ceeiiiieeeee e eeeess bbb e e e e e e e 29
Chapter 4. Exporting Datasets from the SDC............coiiiiiiiiicceciire e 30
RequeSst 10 EXPOIt DALa.........cccuuuiiiiii e ieeme et e et rees e e et e e et e e e et e e e enmmeenneeees 30
REQUEST TIUSTEA STALUS......eeeeeiiiiiiiiiiee ettt et ees e 33

U.S. Department ofransportation
Intelligent Transportation Systems Joint Program Office

Secure Data Commons Data Analyst User Ghidle



FaN et ol=T o1tz o] 1= B TN o] oY 33

Request AULEEXPOIT STATUS........uuuee e re e 34
HOW 10 AULGEXPOIT FIlES. .. ...ttt 35
Chapter 5. Setting Up SDC with GitLab RepPOSItONES.....ccoeviieieieeieiiieeeieie e 37
LOG IN 10 GILAD. ... e 37
CrEALE @ GIOUP.....ciiiiieeiiiiiiiii st e e e e e e anens e e et e e e e e e e e e et e e essannneeeeeeeaeeeeennnnnnns 38
Add Group MEMDEIS... .ottt e e e e emnnrn s 40
Create @ PrOJECL.......cooviiiii e enesrn e AL
Add Members or Groups t0 @ Project...........cccccueiiiimmmnsiiiiiiiiieeeeeeee e A3
GENEIAIE SSH KBY ..ottt e et e e et e e e aa e e e aaaas 45
Chapter 6. Technical Documentation and Contact Informatian.............ccccevveeeeeeeeeeeeennen. 49
AICNITECTUIE DIAGIAML ..ottt e ee e eeeb e e e e et e e e e e e e e e e e s ammmeeeaeaesd 49
WOTKSEatioN DELaAIlS.........eviiiiiiiiiiiiie e e 50
e T0] 3= TaTo I A= €] o] o TP 50
(@] o] = Tod i {0 1 1.F= 11 0] o NP 50
(0T {1 T ] PP PP PP UUUPPPUPPR 50
AWS S3 CLI COMMEANAS ....eutiiiiiiiiie e eeeees e e e e e e et nnee e e e e e e e e e e eeeeeeeseennnnmnne s 51
Chapter 7. Frequently Asked QUESHIONS.............coiuiiiiimeni it 52
How can | get access to the SDC DatasetS2...........ovvvvviviicciiieeeieiiceee e eeernaaans 52
How will I understand what a particular dataset consists.of2............ccccovvieeeeeeennn. 53
How can | launch @ WOrkStation2............oioe i eeeeeeree e e e eeeeeeeees 53
Where do | Store My data?..........oooiiiiiiiiiieeee e 54
How can | bring my own datasets/algorithm to my workstation?.....................oeeee... 54
How can | publish my dataset/algorithm?..............cccuuviiiiimemn e 54
Where can | find sample queries for my dataset(S)2...........uuvvvvriicccreeeevvveiiniceeennn 57

U.S. Department ofransportation
Intelligent Transportation Systems Joint Program Office

Secure Data Commons Data Analyst User Ghige



List of Tables

Table 1: GitLab Access RIightS DY ROIE...........uueiiiiiii e 37
Table 2: Default Workstation Detalls...............uuuuumiiiicaneieriiiiiiane e s srennn e e e e eeea 50
50

Table 3: List of Tools Used and Their VEISIQNS.......ceuveeeeie e eaee e

U.S. Department ofransportation
Intelligent Transportation Systems Joint Program Office

Secure Data Commons Data Analyst User Ghigée



List of Figures

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:
Figure 21:
Figure 22:
Figure 23:
Figure 24:
Figure 25:
Figure 26:
Figure 27:
Figure 28:
Figure 29:
Figure 30:
Figure 31:
Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41.:

SDC Starting HOMEPAGE. ........cooiiiiiieieieeeee et en 4

SDC Portal RegisSter/Login Page.........ccccuuuiiiiiiiiieeeiiiiiiieeie e eeeereeeee e 5
SDC Portal DOT ACCOUNt HOME SCIEEM......uuuiiiiiiiiiiiiiiii ettt 6
SDC Portal Synchronize Login.gov Account with SDC..........cccooeviiiiiiiiiannnnneenn. 6
SDC PoOrtal LOQIN Page.......ciii i ittt mmme e 7.
Login.gou Create NEW ACCOUNL.........uuuuiiiiiiiiiieeieaeetrtereeeeeeee et e eeeeeeesammmreeeeeeeaeeeens 8
SDC Portdl Landing Page After LOQIN...........uuuiiiiiiiii e eeeeeenn 9
SDC Portal Datasets OPUtiON..........oooiiiiiiiiiiiiemee e eeeeeeeeebrreeeeeeeees 10
SDC Portdl Request Dataset ACCESS..........ceuuuuruuuuuiimeeeeeeeriiiinnae e e e e e eeensannnns 11
SDC Portdl Send Data ACCESS REQUESE..........ccooiiiiiiiireer e 11
SDC Portdl Upload FilES.........uuuiiieiiii e eeeeeeeeee e 12
SDC POrtal Upload SUCCESS.......cuviiiiiiiiiieeiiii et eeee e 12
SDC Portdl Selecting Files for Download.............ccoooviiiiiiieeeiiiiiiiiieceee e 13
SDC Portdl Starting WOIrKSTAtIONS ........uvuriiiiiiiiieeii et 15
SDC POrtdl RUN INSTANCE SUCCESS......uuuiiiiiiiiiiiiiiiieeeiieiiieeteee e 15
SDC Portdl Launch WOrKStationS.........cooueieieeeieieiiieeess e eeeeeeeeeeeeeienee e 16
SDC WorkstationInitialization and LOgin SCreens..........cccceeveeeeeeeccceeiicieeeeennn. 16
SDC Workstation SQL Workbench ICoN.........ccooooeeviiiiiiiiiceee e 18
SQL Workbench Create Redshift Connection Profile..............ccooovviiiieeeeiennnee. 18
SQL WorkbenchHive Connection Settings............uuuuieeeeiiiiieeeiiiiiiieeeeeeeeeeeeens 21
SQL Workéenchi ToolsA OptionsA Data formatting.........cccoeeeeeeeeeeieiieeeeennnn. 22
SDC Portdl Manage Workstation.............ccuuuviiiimrimeeiiiiiiiiiie e 24
SDC Portdl Manage Workstation Options.............coovvvviiiiiiceeceeeeeeeees 25
SDC Portdl Resize Workstation OptiQn.............eeeeeiiiiiiiieeeiieeeeeeeeeeee e 25
SDC Portdl Workstation Stopped for Resize Changes.............cccccceeivcmeveennn. 25
SDC POrtal ReSIZING OPLIONS.......uuiiiiiiiiiiiiiiiiiieeeiiiteieie et e e e e e e e e e e e e e e e 26
SDC Portdl Schedule RESIZE...........coooiiiiiiiiieeee e 27
SDC Portdl Schedule Workstation Uptime Option.............cocooeiiiiemnniiiiiinns 27
SDC Portdl Schedule Uptime.......ccoooiiieieeiiiiiieieeee e 28
SDC Portdl Tooltip with Existing Scheduled Uptime.................cccccviimennniinnns 28
SDC Portdl New Tooltipwith Extended Uptime Schedule....................c..unnncee.. 28
SDC POrtal StOp WOIrKSTALION. .......uuiiiiiiiiiiiiiiie et 29
SDC Portdl REQUESE EXPOIL........uviiiiiiiiii i eeeen s e e e e e e e 31
SD@Portall Request EXPOrt FOMML........uuuiiiiiiiiiiiiiiieeeieeieeeeeeeee e 31
SDC Portdl Approval Form FieldS........coooiiiiiiie e 32
SDC Portdl Acceptable Use POlCY..........cooiiiiiiiiiiiieeeriiieee e 33
BC Portali Auto-Export Status Request FOrm...........ccoeeieiiiiieeee i, 34
AWS CLI Set AUIGEXPOIt ROIE.........uuuiiiiiiiiiiiiiicieeeeeeeeee e 36
GitLab Login PromPILDAP..... .ot e s 38
GitLali Create a Group OPtiQN........oooiiiiiiiiiiiiieeee e eeeeeeeeee e 38
GitLali NeW Group FOIMML......coooiiiiie e e e e 39

U.S. Department ofransportation
Intelligent Transportation Systems Joint Program Office

Secure Data Commons Data Analyst User Ghigé



Figure 42:
Figure 43:
Figure 44:
Figure 45:
Figure 46:
Figure 47:
Figure 48:
Figure 49:
Figure 50:
Figure 51:
Figure 52:
Figure 53:
Figure 54:
Figure 55:
Figure 56:
Figure 57:
Figure 58:
Figure 59:
Figure 60:
Figure 61:

GitLali Group Creation SUCCESS......uuiiiiiieeieeeeieceeeiise e e e e e e e enneeeaeeeees 39
GitLali Members Left Navigation Menu............cccccevvviiiiccceeeeeeennnnn 40
GitLali Add a New Group MemDEL............oevvuviiiiiiimmre et eeernnnees 41
GitLali Create @ PrOJECL........coi it 41
GitLali New Project FOrML..........ccooiiiiiiiiiiiiieeee e A2
GitLali Project Creation SUCCESS...........cooovviiiiiimmmeeeeeeeeeievvneeeeeeeeeeeee 42
GitLali Select Project to Add MemMDbDEIS...........ouvuiiiiiiiii i 43
GitLali Settings, Members Left Navigation Menu..............coovvivvvineeeeeeeennnnns 43
GitLali Add Member t0 ProjecCt.........ccooeeiiiiiiiiiieeee e 44
GitLali Add Group tO PrOJECT.........uuiiiiiiiiiiiiiee ettt 45
GitLali Create Folder for Credentials............c.uuviiiiiiimemriiiiiiiiieeeeeeeeee e 46
GitLali View DireCtory ODJECES.......uuuiiiiiiiiiiiiiiiiiieeseeiiieeeeeee e eeeeeeee e 4O
SDC ArchiteCture OVEIVIEW...........coiiiiiiiiiiiinrerssssiiiiinnineeeeeeeeensssssresneeeeeeeees . 49
SDC POrtdl DAtasetS Tab..........uuiiiiiiiieie e ceeeiciiee s eeeeeeennne e e e e e e e e eeeeeneeens 52
SDC Portdl Dataset ACCESS REQUEST........ccovveeiiiieiiiiiieeeei e eeee 53
SDC Portdl Workstations Tah............uueeuiiiiiiiis e e e veeen e e e e 53
SDC WOrkstationLOQiN......cccceeieeeeiiiiiiieeiieeee e 54
SDC Portdl PUBIiSh BUTOM........uuiiiiiiiieec e eeee e 55
SDC Portdl Publish Dataset Request FOIM...............coovvvviieeee e, h6
SDC Portdl Publish Algorithm Request FOrm..........cccooviiiiiiiiicccee 57

U.S. Department ofransportation
Intelligent Transportation Systems Joint Program Office

Secure Data Commons Data Analyst User Gbig#i



Chapter 1. Introduction and Document Overview

Chapter 1. Introduction and Document
Overview

The Secure Data Commons (SDC) is a United States Department of Transport&i@U)
sponsored clouthased analytical sandbox designed to create wider access to sensitive
transportation datasets, with the goal of advancing the state of the art of transportation research
and state/local traffic management.

The SDC stores sensitivatrsportation data made available by participafiata Provides, and
grants access to approved researchers to these datasets. The SDC also provide®peness to
sourcetools and allowresearchers to collaborate and share code with other system users.

The SDC platform is a research environment that allows users to conduct analyses and do
development and testing of new tools and software products. It is not intended to be an
alternative to any Il ocal juri sdiemsitoroThés tr af f
currentSDC platformprovides users with the following data, tools, and features:

91 Data: The SDC is ingesting several datasets currently. Additional datasets will be added
to the environment over time. Users can bring their own datahatertvironment to use
along with the Waze data.

1 Tools: The environment provides access to open source tools including PyttoljdR
Microsoft R, SQL Workbench, Power Blibre Office,and Jupyter Notebook. These
tools are available on a virtual machinghe system enabling data analytics in the cloud.

1 Functionality: Users can access and analyze data within the environment, save their
work to a virtual machine, and publish processes and results to share witS@&er
uSses.

The SDC platform supporte/o major roles:

1 Data Providersi These are entities that provide data hosted on the SDC platform. The
Data Provideestablishes the data protection needs and acceptable use terms for the data
analysts.

91 Data Analystsi These are entities that conduct lgaes using thedatasets hostealithin
the SDC system. Note that analysts can bring their own data and tools into the SDC

system.
During a projectds onboarding phase, Data Pro
describe their mpledptype dfdaa, fllequenay of newodata, datadile
formats, etc., every projectodéds data is unique
designated fAS3 I ngestion Bucketso (a secur e,
SDC platformtho ugh Amazon Web Services). We call thi
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Chapter 1. Introduction and Document Overview

As new data arrives to the SDC, policies and procedures established by the Data Provider then
govern who, when, and how Data Analysts can access the data. It is common that once new data
arrives in the SDC, automated processes fAinge
available in other forms. For example, some data may be loaded into our Data Warehouse tools
(Redbhift or Hadoop databases), whereas other data may be transformetsfsonrce format

into other easieto-use formats, or filtered through a process to identify corrupt, invalid, or
duplicate dat a. Exactly which automated proce
during the project onboarding processes.

Once dat has been ingested and curated, it is then available to Data Analysts through the tools
listed above (note that we are always adding new Data Analyst tools based on request). A typical
Data Analyst workflow may be:
- Use atool to develop SQL queries to aeibset of the larger data set.
- Compare the data subset against models to draw unique insights (for example, develop
programs utilizing the analytic capabilities of R or Python).
- Use powerful tools that present data and insights in graphical format (sentiee power
of Python and GeoPandas, others have developed graphical outputs in R Studio, whereas
others use Libre Office as an open source alternative to Microsoft Excel). The SDC
support team has worked with yet other Data Analysts to install praprietensed
software to enhance their analytical capabilities.

Finally, there are capabilities by which Data Analysts can export their work out of the SDC,
subject to the data use agreements and approval of the Data Providers.

This document provides guidance for ata Analystrole. A similar guide will be prepared for
theData Provides. Ths document is organized as follows:

Initial Setup and Validation

Workstation Access

Sample Queries

Exporting Data

Importing and Exportig Code

Accessing External Data Sources within SDC
Setting Up GitLab with SDC

Technical Support and Contact Information
Frequently Asked Questions

= =4 4 -8_8_9_9_°_-2°

Prerequisites
Workstation access will not be granted for a Data Analystuntil the user has:
1. Submitteda completed Access Request Fprm

2. Receivedapproval for the request
3. Receivedan email message with onboarding instructions from the support aeam
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Chapter 1. Introduction and Document Overview

4. Receiveda walkthrough of the system from the support team.

Refer to théJseful Linkssection later in the document for further information on technologies
relevant to SDC.
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Chapter 2. Initial Setup and Validation

This chapter provides guidance on the initial setup and validation of the user into the SDC
system.

Accessing Secure Data Commons Portal

Userscanaacessthe SDC web portal byavigating tanttps://portalsdcdot.gov

Secure Data Commons Platform ABOUT | DATASETS | REGISTER/LOGIN |

About SDC Datasets Sign up

The Secure Data Commons is an online analytic Check out the list of current datasets that are Complete our online access request form and
portal for transportation researchers. On this available on SDC platform and learn how to get when you are approved you can begin creating
portal, researchers can take advantage of pre- access to those datasets your very own data analysis environments!

established programming environments to access
and analyze a growing set of transportation-
related data sets.

Learn More Learn More Learn More

Secure Data Commons Platform

The SDC platform was created as a prototype as part of a U.S. DOT research project under contract number DTFH6116D00052 / Task 12

Privacy Policy | Freedom of Information Act (FOIA) | Accessibility | Web Policies & Notices | No Fear Act | Report Waste, Fraud and Abuse | U.S. DOT Home | USA gov | WhiteHouse.gov

Federal Highway Administration | 1200 New Jersey Avenue, SE | Washington, DC 20590 | 202-366-4000

Figure 1. SDC Starting Homepage
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SelectRegistefLogin from the top mento displaythe Access Request Form and Privacy Policy
links, as well as themail address sigim prompt

Secure Data Commons Platform ABOUT | DATASETS | REGISTER/LOGIN | FAQs

Signin Sign up

f you do have a Department of Transportation email address,

Please download the access request form below, fill out the required
You will be prompted to create a Login.gov account if you do not already have
’ curedatacommons.com.,

with the instructions for

details and send an email to support@
Once approved, we will send you an err
accessing the platform

Email Address Q
Access Request Form

Secure Data Commons Platform

The SDC platform was created as a protatype as part of a U.S. DOT research project under contract number DTFHE116D00052 / Task 12

Privacy Policy | Freedom of Information Act (FOIA) | Accessibility | Web Policies & Notices | No Fear Act | Report Waste, Fraud and Abuse | U.S. DOT Home | USA.gov | WhiteHouse.gov

Federal Highway Administration | 1200 New Jersey Avenue, SE | Washington, DC 20590 | 202-366-4000

Figure 2: SDC Portali Register/Login Page

The Access Request Form takes you to a PDF form in which you can provide the support team
with contact info, a rationale for your access request, your preferred workstation type, and sign
off for the SDC data @sagreements.

Users with a DOT email address (@dot.gov)

If you have DOT email address (@dot.ggwnter itinto Email Address and then select Sign In
to access the portdf.you do not have a DOT email address, continubémext section

Notes

1 If you are logged into your government laptop with your PIV badge insanigd
connected to VPMNr from your Virtual Desktop Infrastructure (VDjou credentials
are already iryour browsersoyou will be autenaticallyloggedin to the form shown in
Figure 3 below and skip th&DFS Sign in prompt.

1 If you attempt to log in from your personal machamenot connected to VPNou will be
prompted for your fuADFS DOT credentials.

0 UsernameEmail@ad.dot.gov
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Chapter 2. Initial Setup and Validation

On the following form, select your DOT accodrdm the list.

Department of
Transportation

Sign in with one of these accounts

Iﬂ‘ Department of Transportation

FHWA-ORC-WidePoint IDP

Figure 3: SDC Portali DOT Account Home Screen

You maybe redirected to a orteme sigrin form on the portalf this is the first time syncing
your DOT account with your SDC accoukinter your SDGexample: useame: bsmith)
credentials and then select Sign in.

Secure Data Commons Platform

One Time Sign In

Username

I username }

Password

R |

Show Password

Please sign in using your internal Secure Data
Commons credentials. Accounts only need to
be linked once.

If you do not remember your Secure Data
Commons credentials, please contact the
Support Team.

Don't have an account? Follow the
instructions on the Secure Data Commons
portal to create one.

Figure4: SDC Portali Synchronize Login.gov Account with SDC

If you are accessing the portal for the first time, you will be prompted to change your password
afterentering the credentials provided in the welcamail.
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After signing in, you will be redirectettd the Secure Data Commadiasding page.

@ & https//adfs.dot.gov/adis/ls/7SAMLRequest=fZFNSBNAEIbv32 FoquwaD26aTTp0qQURShUEKDiXs02060 . *=o & ¥ N @D @

Department of
Transportation

Sign in with your organizational account

|Eomeone@example.com

Password

Sign in using an X.509 certificate

© 2013 Microsoft

Figure5: ADFSI Login Page

Users without a DOT email address (@dot.gov)

If you do not have a DOT email addregsy will need to create a new Login.gov account or log

in with your existing onso that it can be linked with your SDC credentihisking a Login.gov
account with your SDC credentials provides extra security dinggrotection you can

configure as two layers of authentication. Authentication methods will consist of phone text or
call; an app on your phone, tablet, or computer; a security key; a government employee ID; and
pre-generated backup codes.

Entertheemail addresyou would like to use as your Login.govaccoumt o t he portal 0
Address sign in (Figure 2 abowvad then select Sign In to bedirected to the Login.gov

website where you can create a new accolintou already have an existing Lioggov account,

enter your credentials and theglectSign in.

If you do not have an existing Login.gov account, sdi€ceate an accoumbn thepage you are
redirected to:
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O LOGIN.GOV |

USDOT's Secure Data Commons is
using login.gov to allow you to sign in
to your account safely and securely.

Email address

(O show password

Figure 6: Login.govi Create New Account

For further instructions on setting up your new Login.gov account and configuring its secure
authentication methods, referhdps://www.login.gov/help/creatingn-account/ha/-to-create
anaccount/

After you have finished setting gl authentication methods sigredin with an existing
Login.gov accountyou will be redirected to a oftene sigrin form on the portafrefer to
previous Figure 4)Enter your SDQ\DFS credentialgprovided in your welcome ema#)nd
then select Sign in.

If you areaccessing the portal for the first tiny@u will be prompted to changgour password
after entering the credentials provided in the welcemail

SDC Portal Landing Page

Upon successfully logging jyou will beredirected to the landing page, which provides an
overview of Secure Data Commons and the different acyionsan perform from the web
portat

1. Request access tarated and published datasets
2. Access to workstations with programming tools
3. Bring your owndatasets / algorithms
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4. Publish your datasets / algorithms

Secure Data Commons Platform

DATASETS | WORKSTATIONS | LOGOUT

Welcome to the Secure Data Commons Platform (SDC), a sandbox environment in AWS managed by U.S. Department of transportation. The SDC platform
provides a collaborative environment for traffic engineers, researchers, data scientists and anyone who is interested in carrying out research and analysis
on different datasets related to traffic, weather, crashes etc.

Ready to Get Started? Follow the steps below or directly jump to any of the sections that you wish to access. SDC Users will have the following access in
the platform:

Curated and published datasets Access to workstations with programming tools
Check out the list of currently available datasets (curated, published), Access the workstations assigned to you, if you have requested as part
data dictionaries owned by you and others. Learn more about what of the registration process

curated and published datasets mean

Bring your own datasets / algorithms Publish your datasets / algorithms

Learn more about how you can bring your algorithms and code to the Learn more about how you can publish your research analysis and
SDC platform algorithms with other researchers

Secure Data Commons Platform

The SDC platform was created as a prototype as part of a U.S. DOT research project under contract number DTFHE6116D00052 / Task 12

Privacy Policy | Freedom of Information Act (FOIA) | Accessibility | Web Policies & Notices | No Fear Act | Report Waste, Fraud and Abuse | U.S. DOT Home | USA.gov | WhiteHouse.gov

Federal Highway Administration | 1200 New Jersey Avenue, SE | Washington, DC 20590 | 202-366-4000

Figure 7: SDC Portali Landing Page After Login
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Chapter 2. Initial Setup and Vadition

Request Access to Datasets

Users can request accessite datasets that are available wittiia SDC platformaspublishel /
enabled byhe SDC team or published by other users.

Once you are logged,igo to Datasetsn the topmenu

Secure Data Commons Platform WORKSTATIONS

Welcome to the Secure Data Commons Platform (SDC), a sandbox environment in AWS managed by U.S. Department of transportation. The SDC platform
provides a collaborative environment for traffic engineers, researchers, data scientists and anyone who is interested in carrying out research and analysis
on different datasets related to traffic, weather, crashes etc.

Ready to Get Started? Follow the steps below or directly jump to any of the sections that you wish to access. SDC Users will have the following access in
the platform:

Curated and published datasets Access to workstations with programming tools
Check out the list of currently available datasets (curated, published), Access the workstations assigned to you, if you have requested as part
data dictionaries owned by you and others. Learn more about what of the registration process

curated and published datasets mean

Bring your own datasets / algorithms Publish your datasets / algorithms
Learn more about how you can bring your algorithms and code to the Learn more about how you can publish your research analysis and
SDC platform algorithms with other researchers

Secure Data Commons Platform

The SDC platform was created as a prototype as part of a U.S. DOT research project under contract number DTFHE6116D00052 / Task 12

Privacy Policy | Freedom of Information Act (FOIA) | Accessibility | Web Policies & Notices | No Fear Act | Report Waste, Fraud and Abuse | U.S. DOT Home | USA.gov | WhiteHouse.gov

Federal Highway Administration | 1200 New Jersey Avenue, SE | Washington, DC 20590 | 202-366-4000

Figure 8: SDC Portali Datasets Option
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Chapter 2. Initial Setup and Validation

Expand thesDC Datasetsyou will be able to seall available datasets in the SDC platfoifo.
access a dataset, click on Request.

SDC Datasets ~
These are datasets that are available within SDC platform that are published / enabled by SDC team or published by other users. Access to these datasets are available

upon request. Learn more about the different types of datasets and how to request access to these datasets.

Name  Category  Description Geographic Scope Start / End for Data Availability Owner Request Access

WAZE  Curated Contains curated waze data All states in US March 2017 to Present SDC platform

FSD Raw Contains raw FTA sample data All states in US March 2019 SDC platform Request

CVP Curated Contains CVP evaluation datasets All states in US March 2017 to Present SDC platform

Request

Figure9: SDC Portali Request Dataset Access

Complete thesDC Data Access Requestiin that appearsOncecompletedgclick on Send
Request.

Figure10: SDC Portali Send Data Access Request

The request will be sent the support team and access to the requested dataset will be given
upon validaibn and approvabf the information in the form.
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Intelligent Transportation Systems Joint Program Office
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